Republic of the Philippines

DEPARTMENT OF FINANCE
Roxas Blvd. corner P. Ocampo St., 1004 Manila

BAGONG PILIPINAS

BIDS AND AWARDS COMMITTEE
Supplemental Bid Bulletin No. 1
11 November 2025

Supply, Delivery, Installation, and Configuration of Cyber Defense Solution
IB No. 2025-10-G

This Supplemental Bid Bulletin No. 1 is issued to modify or amend the item in the Bid
Documents. This shall form an integral part of the Bid Documents.

REFERENCE
(FROM)

AMENDMENT/CHANGE/CLARIFICATION
(TO)

Section VI. Schedule of Requirements
Page 68

Goods must be delivered within forty-five (45)
calendar days from the receipt of the Notice to
Proceed, but not later than the expiration date.

Goods and Services must be delivered within
forty-five (45) calendar days from the receipt of
the Notice to Proceed, but not later than the
existing expiration date of January 20, 2026.

Section VII. Technical Specifications
Pages 71-72 and 76-81

A. Endpoint Security
° 12 months subscription
e  Compatible with the existing DOF
endpoint security software
® 1,000 licenses

A. Endpoint Security
° 12 months subscription
e  Compatible with the existing DOF
endpoint security software
] 1,000 licenses

o Expiration-date-denuary20,2026
B. Cyber Risk Exposure Management for B. Cyber Risk Exposure Management for
Endpoints Endpoints

] 1,050 licenses

° 1,050 licenses

C. Email Security
e 12 months subscription
° Compatible with the existing DOF email
security software
° 800 licenses

C. Email Security
e 12 months subscription

° Compatible with the existing DOF email
security software
e 800 licenses

D. Extended Detection and Response (XDR) for
Email
° 800 licenses

D. Extended Detection and Response (XDR) for
Email
° 800 licenses

E. Server and Cloud Security

E. Server and Cloud Security
° 12 months subscription

e  Compatible with the existing DOF
endpoint security software
° 50 licenses




F. Cyber Risk Exposure Management - Cloud Risk
Management
e 12 months subscription
e  Compatible with the existing DOF
endpoint security software
e 1 Cloud Account

F. Cyber Risk Exposure Management - Cloud Risk
Management
© 12 months subscription
° Compatible with the existing DOF endpoint
security software
° 1 Cloud Account

G. XDR Platform Expansion with Managed
Security Operations Center (MSOC)

G. XDR Platform with Managed Security Operations
Center (MSOC)

B. BRAND PROTECTION AND TAKEDOWN

H. BRAND PROTECTION AND TAKEDOWN

BRAND MONITORING SERVICES

I. BRAND MONITORING SERVICES

Page77

e  Fake recruitment drives & Hiring Scams

® Fake recruitment drives, hiring scams and
financial scams affecting the Department
of Finance reputation

Page 78

Solution should monitor and report the
following:

@  (CXOs' fake social media profiles, posts,
pages, and groups, takedown is also
expected here

® Executive mentions/discussions on
executive on Dark Web

® Exposed executive credentials

®  OEM to have Deep Fake Analysis Tool
for CxO’s under executive monitoring

Solution should monitor and report the following:
] DOF CXOs’ fake social media profiles, posts,
pages, and groups(with takedown)
® DOF Executive mentions/discussions on the
Dark Web

® Exposed executive credentials

J. EXECUTIVE MONITORING

Solution should monitor and report:

® DOF CXOs fake social media profiles, posts,
pages and groups (with takedowns)

® Exposed DOF Executive credentials

® DOF Executive mentions / Discussion on
the Dark Web

® Solution to have a Deep Fake Analysis Tool
for DOF CXQO's

Security

K. Security




C. PROJECT DOCUMENTATION

Submission of Project Documentations
either softcopy or hard copies of the
proposed solution

Architectural design of the proposed
solutions and specify all the features
they offer

Implementation Plan

Methods of Procedures (MOP)

User Acceptance Test (UAT)

As-built documents

L. PROJECT DOCUMENTATION AND REPORTING

e The Service Provider must submit as-built
documentation of the Cyber SOC solution,
including deployment details, system
resource requirements, and procedures for
installation, configuration, and restoration

e  Architecture design of the proposed
solutions and specification of all its features
and functionalities

° Methods of Procedures (MOP)

The winning Service Provider must submit the
following Monthly Reports within the 5th working
day of the succeeding month, subject to the
approval of the PDMSG Assistant Secretary.

1. Incident Report:

o Details of any security incidents, breaches,
or unauthorized activities detected and
responded to by the SOC team

° Includes information about the incident’s
scope, impact, mitigation measures, and
lessons learned

© Analysis of logs from various systems,
applications, and network devices to
identify unusual or suspicious activities.

e Tracks Tactics, Techniques, and
Procedures (TTPs) within the DOF’s
network to identify abnormal or
unauthorized behavior, including user
activity

2. Threat Intelligence Report:
° Information about emerging threats,
vulnerabilities, malware, and attack trends

3. Security Incident Response Plans (SIRP) Report for
Executives:

o Outlines the process followed during the

response and recovery phases of security

incidents.
® Includes details about incident
containment, investigation,

communication, and resolution




[item L continuation]

4. Weekly Dashboard and Metrics Reports

Visual representations of key security
metrics, such as::
o Number of blocked threats
o  Number and severity of successful
intrusions / confirmed incidents
o Incident response and resolution
times
o  Trends over time

5. Monthly Executive Summary Report

High-level overview of the organization’s
security  posture, including notable
incidents, risks, and the effectiveness of
security measures

D. SUPPORT AND TRAINING

The vendor must provide 12 months of
support and subscription of the Cyber
Defense Solution, which includes the
following components and capacity:

o Must have a one (1) vyear
subscription and support
services

o} 24x7 technical, phone, email,
and on-site support, with a
response time of within 2 hours
from receipt of call.

Formal training with a certificate of the
proposed Cyber Defense Solution for at
least five (5) CMIO personnel.
Knowledge transfer not limited to
Tabletop drill, capture the flag, Blue
Teaming, Threat analysis, etc.

M. SUPPORT AND TRAINING

The Service Provider must provide 12
months of technical support and
subscription to the Cyber Defense Solution,
which includes the following components
and capacity:

o Must have one (1) year subscription
and support services. Subscription
shall commence after project
kickoff and onboarding.

0 24x7 technical, phone, email, and
on-site support, with a response
time of within 2 hours from receipt
of call.

Formal training with a certificate of the
proposed Cyber Defense Solution for at
least five (5) CMIO personnel.

Knowledge transfer not limited to Tabletop
drills, capture the flag, Blue Teaming, Threat
analysis, etc.

SANS on-demand technical training with
certification for one (1) CMIO personnel




VENDOR QUALIFICATIONS
e At least five (5) IT Security Support
Engineers

e}

At least 1 year of work
experience as an IT security
support engineer

VENDOR QUALIFICATIONS
e At least three (3) IT Security Support

Engineers
o At least 1 vyear of work
experience as an T security

support engineer

o Must have a formal trainin
3 e o Must have formal training for IT
for IT Security Fundamentals, :
73 Security Fundamentals,
Vulnerability Assessment & 7
: : Vulnerability Assessment &
Penetration Testing, Cyber ‘ >
: Penetration  Testing, Cyber
Defense & Threat Hunting, or :
: Defense & Threat Hunting, or
Common Cybersecurity :
Common Cybersecurity Attacks
Attacks and Defense :
: and Defense Strategies
Strategies S .
: : o  Provide technical support to DOF
o Provide technical support to with Feasvel to T seenrit
DOF with regard to IT security & v
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REQUIREMENTS FOR BIDDER

REQUIREMENTS FOR WINNING BIDDER

k. The Service Provider shall conduct a pre-
implementation meeting/s with the DOF Central
Management Office (CMIO)
representatives within ten (10) calendar days from
the
preparations,

Information

receipt of NTP, so that all necessary

ideal set up, Service Provider's
familiarization, and other implementation matters

are discussed and finalized.

I. The Service Provider shall provide a work plan of
activities for the duration of the project and a
Deployment and/or Solution Architecture within ten
(10) calendar days upon successful conclusion of the
pre-implementation  meeting/s  with ~ CMIO
representatives but not more than thirty (30) days
from receipt of NTP. Said work plan shall be
validated and subject to approval of the PDMSG
Assistant Secretary.

[added k and 1]




Page 80
SINGLE LARGEST COMPLETED CONTRACT

SINGLE LARGEST COMPLETED CONTRACT

a. Prospective Service Provider must have

MUTUAL AGREEMENT AND NON-DISCLOSURE
AGREEMENT

Shall follow the DOF template on the mutual
agreement and non-disclosure agreement.

a. Prospective Service Provider must have completed a single completed contract of a
completed a single completed contract similar nature within the past year from the
of a similar nature within the past year date of submission and receipt of bids
from the date of submission and receipt amounting to at least fifty percent (50%) of
of bids amounting to at least fifty the ABC.
percent (50%) of the ABC. b. Similar contracts must refer to “Supply,

b. Similar contracts must refer to “Supply, Delivery, Installation of cybersecurity
Delivery, and Implementation of solutions with professional services or
Cybersecurity Managed SOC” managed services”

Page 81

MUTUAL AGREEMENT AND NON-DISCLOSURE
AGREEMENT

The Parties shall execute a Non-Disclosure
Agreement (NDA) in accordance with the official
Department of Finance template. This NDA shall
govern the confidentiality, protection, and proper
use of all information, data, and materials
exchanged or generated under this engagement.

REFERENCE
(FROM)

AMENDMENT/CHANGE/CLARIFICATION
(TO)

Page 43, Bid Data Sheet

5.5 Supply Delivery, Installation of Cybersecurity
Solution with Professional Services

5.5 Supply Delivery, Installation of Cybersecurity
Solution with Professional Services or Managed
Services

Note: All statements and formats referring to the above mentioned amendments found in the
bidding documents should be amended/corrected accordingly.

| hereby certify to comply and deliver all the above requirements.

Name of Company

For guidance and information of all concerned.

Signature over printed name of representative

Date

M. NAPAO




